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ABSTRACT

This study aims to evaluate the application of the
decision tree algorithm in detecting anomalies in
corporate financial transactions, focusing on the
identification =~ of  unbalanced fraudulent
The data

normal transactions and fraud is often a major

transactions. imbalance between
challenge in fraud detection systems. This study

uses a quantitative approach with an
experimental design, where the company's
financial transaction data is processed and
analyzed using a decision tree algorithm. The
data

and model

analysis techniques applied include

preprocessing, normalization,
evaluation based on accuracy, precision, and
recall. The results showed that although the
decision tree was effective in identifying
fraudulent transactions, the model was more
likely to classify transactions as normal (false
negatives), which shows the importance of
addressing data imbalances to improve model

performance
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INTRODUCTION

Along with the advancement of information technology, the amount of data
generated by companies, particularly in the financial sector, has increased
significantly. This opens up great opportunities for the application of advanced
analysis techniques, one of which is data mining. Data mining, which combines
statistical techniques, mathematics, artificial intelligence (AI), and machine
learning, serves to extract valuable insights from large databases. In the financial
context, data mining is very useful in detecting fraud, identifying anomalies, and
improving better decision-making processes. The discovery of hidden patterns,
relationships, and trends in transaction data can provide a clearer picture of
potential risks or fraud (Gupta, 2019; Mousa, 2022). Therefore, the application of
data mining in detecting financial transaction anomalies is very relevant,
considering the impact that suspicious transactions can have on the company's
financial stability.

From a practical perspective, this research is expected to provide concrete
solutions for companies in optimizing their fraud detection systems. Given the
importance of maintaining financial integrity and customer trust, companies
need to implement efficient and accurate techniques in identifying suspicious
transactions. Therefore, the research aims not only to develop a theoretical
understanding of the algorithms used, but also to provide practical
recommendations that companies can implement directly in their day-to-day
operations.

The main focus of the study is: How can the decision tree algorithm be
applied to detect anomalies in a company's financial transactions, and how
effective is this method in identifying suspicious patterns compared to other
existing methods? This research will answer this question by examining the
application of the decision tree algorithm to financial transaction data and
analyzing its accuracy and efficiency in detecting anomalies. Thus, this research
is expected to provide in-depth insights into the use of data mining to improve
the resilience and integrity of corporate financial transactions.

This research also seeks to fill the gaps in the literature by examining more
deeply data mining techniques that have not been widely explored in the context
of anomalous detection of financial transactions, and assessing their contribution
to the development of better fraud detection systems in the financial industry.

LITERATURE REVIEW

Anomalies in financial transactions refer to financial activities that deviate
from predetermined patterns or norms. Detection of these transactions is often
done through the anomaly detection method, which uses advanced algorithms
and statistical techniques to identify irregularities in transaction data. For
example, a large transaction made outside of normal operating hours or a transfer
of funds through multiple accounts in a row may indicate indications of money
laundering or other fraudulent acts (Asif et al., 2024; Cholevas et al., 2024). In the
tfinancial industry, detection of this kind of anomaly is very important because it
can cause large financial losses, damage the company's reputation, and even
result in heavy regulatory sanctions (Ghaith et al., 2015; Li et al., 2019). Handling
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suspicious transactions requires significant resources, both in terms of the
analytical tools used and the workforce trained in handling such cases.

The importance of research on the application of data mining in detecting
financial transaction anomalies can be seen from two main perspectives:
academic and practical (Chai et al., n.d.; Mousa, 2021). From the academic side,
this research will fill in the gaps in the existing literature regarding the use of
data mining techniques, especially decision tree algorithms, in the context of
anomaly detection in financial transactions (Mohaimin et al., 2024; Saha et al.,
2023). Many previous studies have examined the application of techniques such
as logistic regression, decision trees, and support vector engines (SVMs) in
detecting financial fraud, but specific implementation in detecting anomalies in
corporate financial transactions is still limited (Gupta, 2019; Mousa, 2021). This
research aims to make further contributions by exploring the application of
decision trees in detecting anomalies and identifying their effectiveness and
limitations in the context of corporate financial transactions.

METHODOLOGY

This study uses a quantitative approach with an experimental design to
analyze the application of the decision tree algorithm in detecting anomalies in
corporate financial transactions. The quantitative approach was chosen because
this study aims to measure and analyze variables related to anomaly detection
through statistical methods and data mining algorithms. This design is
considered the most appropriate because it can provide objective, measurable,
and repeatable results by other researchers. The use of structured data makes it
possible to test hypotheses and obtain conclusions that can be accounted for
statistically, thus answering the formulation of problems related to the
effectiveness of the decision tree algorithm in detecting transaction anomalies.

The sample in this study consists of data on the company's financial
transactions which includes normal transactions and transactions that are
indicated by anomalies. The inclusion criteria include available transaction data
and include transactions with certain characteristics that can be analyzed using a
decision tree algorithm, such as the number of transactions, frequency, and
geographic location. Exclusion criteria include incomplete transactions or data
that is not relevant to this analysis. The sample will be selected using a random
sampling method from the transaction database that has been provided by the
company, with the aim of ensuring the representativeness of the data to the
general financial transaction population.

The research instrument used is financial transaction data that has been
processed and prepared for analysis using RapidMiner or Python software. The
validity and reliability of the data is maintained by ensuring that the data used
has gone through the necessary data cleaning, normalization, and transformation
processes to ensure that the analyzed data is of good quality and can be trusted
for testing. The validity of this instrument can be ascertained because the data
used has been tested previously in other studies related to the application of data
mining in anomaly detection(Gupta, 2019; Mousa, 2022).
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The data collection procedure begins with the collection of transaction data
from the company that is the object of the research. The data collected will
include information regarding the date, amount of the transaction, payment
method, and other relevant information. Data collection is carried out within a
certain period that has been agreed with the company to ensure that the data
used is representative and relevant. The data collection time will be carried out
in a structured manner during the study period to ensure consistency. The data
collection technique used is the download of transaction data from the
information system used by the company for financial transaction management.

The data analysis method used in this study is data mining with a focus on
the decision tree algorithm (Manorom et al., 2024). This algorithm was chosen
because of its ability to handle numerical and categorical data and the ease of
interpretation of the results. The data will be processed using RapidMiner or
Python, where the first step is data preprocessing, followed by the application of
a decision tree algorithm to identify suspicious patterns in transactions (Elmasri
& Navathe, 2013; Pramana et al., 2023). Model evaluation will be conducted using
measurement techniques such as accuracy, precision, and recall, to assess the
extent to which these algorithms are effective in detecting transaction anomalies.
In addition, a comparison will be made with other anomaly detection techniques
to test the superiority of the method used.

With this approach, this research is expected to provide in-depth insights
into the application of decision tree algorithms in detecting financial transaction
anomalies and their contribution to a more effective fraud detection system in
the financial industry.

RESEARCH RESULT

This study confirms the effectiveness of the decision tree algorithm in
detecting anomalies in financial transactions, especially in classifying fraudulent
and normal transactions. However, the data imbalance between fraud and
normal transactions causes significant challenges, particularly in false negatives
errors, in line with previous literature findings. Theoretically, this study
strengthens the understanding of the advantages of decision trees in terms of
interpretability and transparency, although the accuracy of the detection of rare
fraud transactions still needs to be improved. In practical terms, these results
provide insights for companies to improve fraud detection systems, with
recommendations for the use of data balancing techniques or more complex
algorithms such as Random Forest or XGBoost. Further research is recommended
using larger datasets and exploring algorithms and balancing techniques to
address data imbalances. Thus, this study contributes to the development of data
mining science for fraud detection and provides applicable guidance for the
optimization of anomaly detection systems in the financial sector.

Data Description

The dataset used consisted of 8,503 transactions consisting of 7,671 normal
transactions and 1,832 fraudulent transactions. The following table 1 shows
statistical breakdowns of some of the features used in the prediction model.
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Table 1. Prediction model feature statistics

Feature Type Min Max | Average
Transaction_ Amount Real -1.008 7.816 -0.000
Account_Balance Real -1.716 1.722 -0.000
IP_Address_Flag Real -0.232 4.309 0.000
Previous_Fraudulent_Activity Real -0.336 2972 0.000
Daily_Transaction_Count Real -1.611 1.585 0.000
Avg Transaction_Amount_7d Real -1.719 1.723 -0.000
Failed_Transaction_Count_7d Real -1.411 1.418 -0.000

Table 1 shows that various features, such as Transaction_ Amount and
Account_Balance, have varying minimum and maximum values, with averages
close to zero. This indicates a significant variation in the value of the transaction,
which is an important characteristic in detecting anomalies.

Penerapan Model Decision Tree

In the next stage, the decision tree model is applied to classify transactions
as fraud or normal based on existing features. This model shows good
performance in distinguishing fraudulent transactions from normal transactions.
The following diagram illustrates the distribution of classification results based
on fraud labels (0 for normal transactions and 1 for fraudulent transactions).
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Figure 1. Model Decision Tree

2257



Fitria, Iryanie, Heldalina, Rakhmawati

Key Findings

1. Data Distribution: It can be seen that the majority of transactions (around
7,671 transactions) are normal (label 0), while only 1,832 transactions are
indicated as fraud (label 1). This indicates data imbalances, which are
common in anomaly detection, and require more attention in model training.

2. Model Accuracy: The model applied has quite effective results in detecting
fraudulent transactions. However, given the data imbalance between normal
and fraudulent transactions, this model tends to be easier to classify
transactions as normal (false negatives) than fraudulent transactions (true
positives).

3. Decision Tree Algorithm Performance: Decision tree can effectively identify
patterns in the data that distinguish fraudulent transactions from normal
transactions. The results are quite good, but improvements need to be made
to address data imbalances and reduce the rate of misclassification.

DISCUSSION

This research focuses on the application of decision tree algorithms in
detecting anomalies in corporate financial transactions, and the results obtained
provide a significant number of insights regarding the effectiveness of these
methods in the context of fraud detection. Key findings suggest that even if the
decision tree successfully identifies fraudulent transactions, major challenges
remain in addressing data imbalances between normal and fraudulent
transactions, which can affect the accuracy of the model. These findings are in
line with the existing literature, but also point to some differences that need to be
explained further.

Relationship with Literature

The results of this study show that the decision tree algorithm is effective in
identifying patterns that distinguish fraudulent transactions from normal
transactions, which is in line with the findings of previous research by Mousa
(2022) and Gupta (2019), which emphasized the effectiveness of data mining
techniques such as decision trees in detecting financial fraud. These studies
reveal that algorithms such as decision trees and other techniques such as logistic
regression and SVM have been widely used to detect anomalies in financial
transactions Mousa (2022). Furthermore, the results of this study support the
concept that the decision tree is an easy-to-understand and interpretive method,
which allows its users to clearly see how decisions are made based on certain
features in the data, such as the number of transactions and account balances.
This is in line with the thinking of Gupta (2019) who mentioned that decision
trees are often chosen in real-world applications due to their ability to generate
models that are easy to explain and auditable, especially relevant in the context
of the financial industry that must comply with strict regulations.
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Figure 2. Class Distribution Results

However, these findings also indicate an imbalance in the distribution of
label classes, with the majority of transactions classified as normal (label 0) and
fewer fraudulent transactions (label 1). This phenomenon not only reflects data
imbalances, but also a common challenge in fraud research discovered by Cho
(2023), who reported that fraud data tends to be less compared to normal
transaction data, affecting the performance of anomaly detection models. This
difference may be due to the context of the datasets used in this study, which
may differ in terms of the number and characteristics of transactions compared
to other datasets used in previous literature.

In addition, the results showing that the model more easily classifies
transactions as normal (false negatives) show consistency with previous research
that stated that data imbalance is a major challenge in fraud detection. This is
directly related to the findings of Bach et al. (2021), who showed that an
imbalance between normal transactions and fraud can decrease the effectiveness
of the model, even when using powerful algorithms such as decision trees. In this
context, the results of this study can expand existing knowledge by highlighting
the need for data balancing techniques or the use of more complex algorithms,
such as Random Forest or XGBoost, that can better address these imbalances
(Wang et al., 2023).

Implicasi's theorem

Theoretically, these findings reinforce the understanding that while
decision trees are effective in anomaly detection, the challenge of data imbalance
is an issue that needs further attention. The study updates or strengthens existing
fraud detection models by adding empirical evidence that decision tree
algorithms, while having weaknesses in handling data imbalances, are still useful
in identifying suspicious transaction patterns. This contributes to the
development of a more responsive and reliable model in detecting unnatural
transactions in the financial sector.

In addition, these results can be used to update or revise existing theories
regarding the application of data mining in anomaly detection. The results of this
study provide a more complete perspective on how decision tree techniques can
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be applied in a more complex and regulatory financial environment. This model
provides a solid foundation for data mining theories that are more focused on
managing data imbalances and applying more complex methods to achieve
better results.

Practical Implications

In practical terms, these findings have significant implications for
companies in implementing data mining-based fraud detection systems. While
the decision tree algorithm is effective, companies need to be aware of its
limitations in dealing with unbalanced data. Therefore, these results recommend
that companies, especially those engaged in the financial sector, consider the use
of data balancing techniques such as SMOTE (Synthetic Minority Over-sampling
Technique) or ensemble methods to improve model performance. These
techniques can help reduce misclassification and improve the model's ability to
detect fraudulent transactions more accurately.

In addition, this study provides important insights into the practical
application of decision trees in fraud detection, particularly in strengthening
audit systems and regulatory compliance in the financial industry. Because
decision trees offer high interpretability, they can be a good choice for companies
that need a model that is not only effective but can also be easily explained to
authorities or auditors, which is crucial in ensuring compliance with strict
regulatory standards (Yuan & Li, 2022).

CONCLUSIONS AND RECOMMENDATIONS

This study confirms the effectiveness of the decision tree algorithm in
detecting anomalies in financial transactions, especially in classifying fraudulent
and normal transactions. However, the data imbalance between fraud and
normal transactions causes significant challenges, particularly in false negatives
errors, in line with previous literature findings. Theoretically, this study
strengthens the understanding of the advantages of decision trees in terms of
interpretability and transparency, although the accuracy of the detection of rare
fraud transactions still needs to be improved. In practical terms, these results
provide insights for companies to improve fraud detection systems, with
recommendations for the use of data balancing techniques or more complex
algorithms such as Random Forest or XGBoost. Further research is recommended
using larger datasets and exploring algorithms and balancing techniques to
address data imbalances. Thus, this study contributes to the development of data
mining science for fraud detection and provides applicable guidance for the
optimization of anomaly detection systems in the financial sector.

ADVANCED RESEARCH
Further research is suggested to integrate data balancing techniques, such

as SMOTE or ADASYN, to reduce the impact of class imbalances. In addition, the
exploration of the use of ensemble algorithms such as Random Forest, XGBoost,
or hybrid methods can improve the accuracy and detection capabilities of rare
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fraud transactions. Research can also expand the scope by using larger and more
diverse datasets and considering external variables that influence transaction
patterns, such as economic and regulatory factors. This approach is expected to
improve the generalization of models and the effectiveness of fraud detection
systems in the context of dynamic and complex enterprises.
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